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. PROBLEM 1 RECOMMENDATION ANCE - :
Organisation , !

25X Tparagraph 9 b (16), Agency Regulationl ]
Revised 2 February 1959, assigns responsibility -
for the official Agency Mail and Courier Service
to the Director of Logistics. This function is
ormed in the Mail and Courier Branch, O/L.
Branch has an authoriszed cowplement of
f employees, f whom are cleared ors
i'courier sup sors. In addition to the
official Mail and Courier Branch, O/L, there are
ependent courier systems, ranging in sisze
couriers, operating in the compon-

ents ow3 -*
office of Current Intelligence
Office of Research and Reports -
Executive Registry, Office of the
Director N

25X1 |

Records Integration Division, TD/F

Office of Traiming

Office of Personnel

Cable Secretariat

Technical Services Division, DD/P

Office of Security - :

_Office of Central Reference

‘ _Photographic Intelligence Center, /I

5 Development Projects Division, mpr

25X’kotal, there are employes emrierjou-
itions in the Agency, ranging in grade from GS-i to
0S-11 (ses Tab A). -Special written authority per=

28d%s OCT ‘and PIC each to mainta a8-7 couriers .
with gpecial clesrances for special. g and
transmizgion of SI material and critical intelligence
$pformation on a twenty-four hour Gasis, The [ |

curier system are unauthorised by regula- .

P p 7 i e i

2BHEASED odyran

5 may
% ¢ the Yeadmarters Mourier Svstem, 9 Feb 60,

Q. Qyrvess

‘of the various courier systems at hesdquarters
with & view of reducing duplication, (Note-

- eltirkhating any unnecessary duplication or

_ is svailable to your staff,*)

to the T0, 29 No¥ 60, and from 1G to ICT, ]
Tors TourTer Systems, BotbApproredFwISRARGSSDOV5/PI13 : CIA-RDP70-00211R000800070059-1

That the Management Staff conchx:f. a study

By memorandum dated 12 March 1960, the DD/S -
1ssued instructions to the Chief, Management
Staff, to procesd with such a study under the
following terms of reference: B

u, , ., to conduct s study of the head-.
quarters Courier Systems for the ‘purpose of

overlapping of separate systems, reconmend-
ing at the same time any improvements or econ-
orles in services, methods, and controls which
may seem to you desirable, The detailed iné
formation gathered by the Office of Security

The DD/S instruct the Director of Sec-
urity’ to establish a point within the Office
of Security to coordimate on all matters rel-
ating to the Headquarters Courier Systems, and
the individual security of couriers themselves
ard the Courier System,
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25X1
25X1

25X1

drganization (Conttd):

futal Sl ety

tion or special authority, but justified by the using
component on the basis of necessity.

are assigned to the DD/P and are for the most par
performing inter-office messenger service,

Duplication of functions under divided responsib-
ility has dissipated administrative control and inecr-
eased operating costs, Headquarters Courier Services

cost the Agen | in personal
services alone, with less than half this amount in sup-
port af the employees assigned to the official

Mail and Courier Branch, Office of Logistica,

The existence of duplicative ccurier systems makes
supervision and control of Agency couriers difficult
and introduces unnecessary risk to the security of the
Agency's operations. Multiple courier systems are con-
ducive to undetected individual security violations;
contribute to nomuniformity in practices amd proced-
ures; create staffing problems; are wasteful of man-
power and transportation and make monitoring of courier
operations difficult,

A single courier system ecial coure
ier system of OCI and PIC excepted) will provide tighter
security and better control of Agency Courier operations,
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PROBLEM

' Adwimd stration

éonplttc roster of Agency couriers,

At the present time no single office maintains a
Ostensibly, this

‘should be accomplished by the Director of Security

-whose .current roster contaips only those couriers-em-
iployed by the official m]. and Ceurier Branch, Office’

-of -Logistics,

point i3 needed,
peretration into any intelligence service,
.this is s0, there is no indioation that the Agency
Courier System has been penetrated nor have the actions
of individual couriers estahlished any moticeabls ev-

At the present time theare is mo focnl_ point Hithin
the 0ffice of Security to comstantly deal with and ac-
tually supervise all security factors concerned with
Agency couriers or courier opsrations,
Couriers are a well-known chamnsl of
Although

Such a focal

idence of participation in subversive activities, -

The 10 does not endorse the OS conclusionl that the
Headquarters Courier: Systems are secure, until all reas
‘sonable safeguards have been applied and the Office of

?mn‘ﬁrmmmhthu.df
) & i T e -

e .. L.
A . .

" “Security has mounted a.vigorous CI operation against

‘this activity; only then can the.Agency be-asgured of
‘a reagonably secure courier service, :
.achieved by constant vigilance on the part of individual

Sccurityil'
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‘duplication of oourier services, sourier

Gh
10 RECOMMENDATION

That the focal point in the Office of
Security be designated the offiee of record
for maintaining a complete roater of all hesade
quarters courisrs and courier equipment and
that the Director of Secarity provide a staff-
ing slot for a full-time courier inspector.

That 1) the DD/S issue a directive to all
urits of the Agency employing individual cour-
iers not assigned to the Mail and Courier.
Branch, Office of Logistics, to provide the
Office of Security their nsmes together with
a list of offices (outside CIA) visited; the
courier schedule and routes; type of transport
used, precautions employed to protect clase
sified mail in transit; types of clearances
issued to its couriers and to submit all sub
sequent changes in courier status as they
occur; and 2) the Office of Logistics in co-
ordination with the Office of Security review
these data to slimimate wherever practicable °

routes, and courier vehicles.

Individuals so affected to be reported to
the Office of Security foru-.rwniﬁu
without delsy,

o mItthoDD/SrequnttboD:lxoMot
Security to extend his current technical in-
terrogation program to all courierss -
and that he be instructed to initiate a posi-
tive CI program designed to minimize the dam=.
age to National Security and embarrassment to
gggﬂ%m should a serious breach of security

-1
PRIMARY
COGNIZ~
ANCE
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Based on tha reeor«:! of Snly one transmission
eccurisr during the past three years, 10 views this
of cour

mmscmmp7omm¢né@sooo7dosgfi"

record neit.hcx- as % ntae of tihg
risr operations in the past, nor a dafinite guarantee against a of agcurity tha
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administration (Coptid)s : : .

courisrs, supervisors and monitoring personnel; and by

the application of sound security practices, Only one

courier facility demonstrates such vigilance in daily
25Xfiractice = the Special Courier Service main-

tained by PIC, : T .

Failure of the Agency to equip courier vehiclés with
adequate facilities for the proper safeguarding of clas-
#ified materials while in transit creates unnecessary
security hazards; failure to provide special equipment
“4pn ecurier vehicles as an added precaution to safeguard

_classified mail during transit,.

The mumber of individuals used on an “ad hoc*® basi®

%o speed the delivery of classified materials by the
nhand-carry” method cannot be determined but is kmown
to be extensive, There appears to be no practical way
to eliminate or control this procedure, Security of -
documents in such cases depends upon the integrity of

; the individual concerned and the responsibility for com-
promise or loss (if reported) rests with the person or

. persons concerned, : s

Correction of the deficiencies noted &n the basic
_____ P

survey (I5) will go far towerd improving thé ssCuriiy
of Headquarters Courier Systems, ’ ’ T

Approved,
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10 REGOMMENDATION

Paragraph 1l.b. (L), Agency Regulation
|;Dterevisod, 2l February 1959, states that
the actor of Security is to, ™develop and
conduct internal counterintelligence programs
to detect and prevent hostile penetrations of
the Agency establishments through its employ-
ees,® Paragraph b,(5) goes on to state that
the Director of Security is tos "estahlish
safeguards necessary’to prevent physical pene-
tration of the Agency establishments by unauth-
orized individuals, ., ," Nowhere in the regul-
ations is specific mention made of couriers or
the Agency Courier System, nor requires the .
Director of Security to give this activity
special attemtion.

When courier escort is not provided, -all
vehicles used by couriers will be equipped with
a fireproof safe for storage of classified
matérial vhile in transit, Wherever feasible,
a two-way radio telephone should be installed
in courier vehicles, ’
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Lack of uniformity in classification of positions,
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That DD/S request the Diractor of Pers-
‘onnel to explore the possibility of reclas-
sifying couriers now performing internal mes-
senger service to the status of Mpessengers,®

That the Director of Personnel estavlish .
a definitive Job classification and require=-
ment for Agency couriers: nd‘rec‘la‘ssify t.hoaa.
engaged in purely internal mail distribution
to the position of messengser, :
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Procednres

Insemre practices and procedures most common to
agenay courier operations are traced to noncorpliance
with dgency regulations and inadequate supervisinang,

There. ia a 1sck of unjfermit= in the use of Courier
wnd Domurant Receipts in the hasdling of official mall
and classified materials, .

Tailare to lnvantory eontents when signing for re=
saipt of bulk deliveries,

Trs mador defect in tha "handecarry® method is its
sirenmvention of the registry system ofdocumant control.
4s 5 result; endless hours of search through registers
and offices occur when document< are reported lost or
misplaced, -

Tailure of individuals to preperly address classi-
fied mail delays transmission and leads to compromise,
Unfamiltarity on ths part of clerical personnel with mail
repilations pertaining to the preparation of classified
materials for dispstch. ’

Lost postape slips (registered mail). ‘

!
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That the Office of Security conduct a
survey of the Agency'e procedures for clas=
gi fied-document control to insure proger 205-
pliance with Executive Order 10501 and pert=-
jnent Agency regulations, -

T

When bulk deliveries are made sunh =€
pouchas; the recipien* usually signs the Core
jer Raceipt without imventory of ths corntants.
To provide better document control, it 18 r#
ommerdad that a manifeéstetype receipt be nreo
pared for the contents of RI pouches, and toe
courier insist on inventory and receipt st
time of delivery.

That an Agency handbook be prepared and
published that would consolidate sll offist=nl
directives on the subject, apd make it sasier
for clerical help t» follow instructions by
setting forth examples and illustratinns,

That representatives from the Office of
Tozistics, Office of Personnel, and Office of
aacurity meet to consider and adopt better

S e TS,




¥ailura of couriers to properly identify then-
saalves when picking up classified mail,

“aurteral fallure to request proper identificatinn
~{ tha resinjent of classified material,

Ineffactive.sipervision of courler activities
Auring mail runs, Tnadequate mupervision of couriersi
ahsencas,

- Thirty delivery points in the Pentagon,
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Inztrast all oo
classified materisl ©  'ne addrasess or aniha
orizaderaned reprerss«iiva o {2Y Pas
quest propez identifi--rien Tros 71l resin-
ients prior %o delivery of classilied mater-
ial. (3) Under no ¢ircumstansces dalivar
classified matertal to nranthorized pers -,

Tha the Chiaf . OCP Liaisona; prapurs &
memcrandum for all jgencles and Dapart T3
with whom courlers make contagt, reojuasting
their nocperation in asking CTA court-
identify themsalves properly befors turni
classifiad materials over ' tham, All
afficea in CIA to ba similarly notified ani
requestad to ask conriars to show their sore
iex's identifiration rredantiale,

Provide courier-drivers.-with a trip mani=
fest or similar card to repcrt times of arr-
ival and departure at all facilitiss wvisited,
Aequire supervisors to take datly rexdings of
speedomater mileage as a check against tha
trip maifest,

Trat tha Office of Logistics and tha
Cffice of Security jointly investiga*e tha
feasibility and practicability of retictine
the number nf dalivery points in tra Pe

agon (raw rambering 37 by the astakl

e

e the Pentagon o

mre Aganny employe
ads lnternal deliv-r
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